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FSA Change Management Process Definition
1. Introduction

1.1 Purpose 
The purpose of this document is to define the change management procedures to be followed by software development projects at the Farm Service Agency (FSA) within the United States Department of Agriculture (USDA) in support of Department regulations and National Institute of Standards and Technology guidance. 
       The change management procedures and controls are implemented to ensure that: 
· a system cannot be changed or introduced without proper justification and approval
· a system operates correctly 
· change requests are addressed according to appropriate procedure
· changes to system functionality are known
· changes do not adversely affect the security of the system
· changes do not adversely impact another functioning production system.    
1.2 Scope

The scope of this document is to outline and define the components of the FSA change management process.

1.3 Overview
The FSA Change Management Process Definition explains the roles and responsibilities, identifies process steps and required approvals, and defines change requests types.  Artifacts may vary depending on the change request type.  FSA has multiple change management tools available; however, no particular tool is mandated.  
2. Change Management Roles and Responsibilities
   This section describes the roles and responsibilities involved in the change management process.  
2.1 Change Control Board (CCB)
The CCB is a chartered group typically consisting of two or more individuals that have the collective responsibility and authority to review and approve Functional change requests (CRs) to an information system.  At the minimum, a CCB must consist of a Business Sponsor and an IT Sponsor.  
2.2  Business Sponsor / Configuration Management Authority (CMA)

 The Business Sponsor (e.g., business owner, business review board, etc.) or their designated representative authorizes changes to business requirements.  The Business Sponsor represents business interests.  
2.3  IT Sponsor / Configuration Control Authority (CCA) 
 The IT Sponsor (e.g., application development chief, technical review board, etc.) or their designated representative must authorize changes to non-business requirements.  The IT Sponsor represents technical interests.  
2.4  Configuration Management Specialist (CMS) 

The CMS may be an individual responsible for ensuring all CR steps were documented as completed or separate individuals responsible for ensuring that prior CR steps were documented as completed.  
2.5 Change Control Manager (CCM) (optional)
If utilized, the CCM will serve as the chairperson and convene meetings as described in the CCB charter. The CCM moderates CCB meetings and reviews change requests.  If described in the CCB charter, the CCM may be the designated signing authority for approved changes.  
2.6  Change Requestor

The change requestor (e.g., end user, business owner/sponsor, developer, tester, helpdesk, security, etc.) is the person who requests the change.  

2.7 Development Team

The development team is a group of people or an individual that develops the changes requested to a particular system.  
2.8 Information System Security Officer (ISSO)
The Information System Security Officer is the person who analyzes CRs for security impacts.  The ISSO represents the interests of the Information Security Office.  

2.9  Testing and Certification Team 
The testing and certification team is a group of people or an individual that tests and certifies changes prior to production.  
2.10  Operations Agent 
The Operations Agent is the person who executes the change to production.  
3. Change Management Process 
The change management process ensures that the appropriate steps (e.g., CR recordation, security analysis, testing, approvals, etc.) occur prior to the implementation of a new information system or changes to an existing information system.  Based on the CR type, some of the steps are not applicable as exhibited in the high level process flow below:   
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The first two steps below are common to each CR process flow.  
	Step
	Process

	1. Request
	A CR may originate from any number of sources (e.g., end user of the information system, a help desk, business owner/sponsor, management, testing group, etc.).

	2. Determine
	The CR type is determined (e.g., Functional, Non-Functional, Data, or Production Defect).  

	3 - 10
	Refer to the appropriate CR type section 


4. Change Requests

A CR is a documented request to create or modify system functionality or data. It is important to determine the type of CR; this is the second step in the change management process.  Workflows, approvals, roles and responsibilities will vary depending on the CR type.  FSA has determined that all changes applicable within this change management process definition will fall into one of the four following CR types:  Functional, Non-Functional, Data, and Production Defects.  Descriptions of each of these changes are contained in subsequent sections.  

4.1  Functional Change Requests

Functional CRs are requests that have additions or modifications to the functional requirements of the information system.  All Functional CRs must be approved by the appropriate Change Control Board (CCB).
Examples of Functional changes:

· Business Rules:  changing methods or procedures in a business application that impacts validations, edits, calculations, or business process flow. 

· User Interface Changes:  changes to data entry, modifying display screens, adding/removing reporting functionality.
Functional CR Process
	Step
	Process

	3. Record
	Record the request for the proposed change. There are multiple methods available to record CRs (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, HP Quality Center, other automated tool, etc.).

	4. Approve
	The CCB must approve a Functional CR.  There are multiple methods available to capture approval (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, HP Quality Center, meeting minutes, other automated tool, etc.).

	5. Action
	Development (e.g., designing, coding, unit/integration testing, etc) is completed.  The following is submitted to the testing group (e.g., Testing and Certification Office (TCO), Database Management Office (DBMO), third party, etc.): 
· system release documentation (e.g., System Release Checklist, etc.)

· release and processing documentation (e.g., KC-287 Release or Processing Instructions for Computer Systems, Request for Action (RFA), etc.)

· implementation artifacts/components (e.g., software, property file, etc.).


	6. Test

	Acceptance testing is documented and completed (e.g. test plan, test results, screen shots, etc.) by the testing group (e.g., TCO, DBMO, third party, etc.) according to the level of testing identified on the system release documentation (e.g., System Release Checklist, etc.).  A production request (e.g., RFA, etc.) is created and sent to production group.

	7. Notify
	Stakeholders (e.g., users, management, infrastructure provider, etc.) are notified (e.g., production move e-mail, release transmittal, etc.) of the targeted production move.

	8. Analyze 
(security)
	A security impact analysis to evaluate PII implications, platform/configuration changes, financial impact, C&A implication, etc. is documented and completed prior to software implementation. 

	9. Implement
	The production request (e.g., RFA, etc.) is completed.

	10. Verify & Close
	Verification (e.g. checking diagnostic pages, health checks, etc.) is performed .With completion of the above steps, the CR is considered closed. 




4.2  Non-Functional Change Requests
Non-Functional CRs are requests that do not alter the functionality of the system.  These types of changes are typically requested by IT rather than the business.  Non-Functional CRs do not require CCB approval, however they must be approved by the IT sponsor or designate.
Examples of Non-Functional changes:

· Infrastructure change that causes FSA programmatic changes:  application server upgrade, database version upgrade, O/S upgrade, etc.  
· Performance enhancements:  the software is restructured to improve response time or gain efficiency.
· Design changes:  the software is restructured to improve maintainability, reduce technical debt, prepare for future enhancements, or reduce the overall cost of ownership of the system.
· Database structural changes:  the database is re-structured to improve performance or maintainability  (e.g., creating an index, modifying tables, modifying table relationships, etc.).
· Configuration changes:  the application configuration is changed (e.g., JNDI changes, property file changes, data source or connection pool settings, etc.).
· Application re-write: an application is rewritten in a different technology (e.g., .NET to Java, Java to SAP, System 36 to Java/SAP, etc).
Non-Functional CR Process

	Step
	Process

	3. Record
	Record the request for the proposed change  There are multiple methods available to record CRs (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, HP Quality Center, other automated tool, etc.).


	4. Approve
	The IT sponsor or designate must approve a Non-Functional CR.  There are multiple methods available to capture approval (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, HP Quality Center, other automated tool, etc.).


	5. Action
	Appropriate action (e.g., development, database restructuring, configuration modification, unit/integration testing, etc.) is completed.  The following is submitted to the testing group (e.g., Testing and Certification Office (TCO), Database Management Office (DBMO), third party, etc.): 
· system release documentation (e.g., System Release Checklist, etc.)
· release and processing documentation (e.g., KC-287 Release or Processing Instructions for Computer Systems, Request for Action (RFA), etc.)

· implementation artifacts/components (e.g., software, property file, etc.), if applicable.


	6. Test

	Acceptance testing is documented and completed (e.g. test plan, test results, screen shots, etc.) by the testing group (e.g., TCO, DBMO, third party, etc.) according to the level of testing identified on the system release documentation (e.g., System Release Checklist, etc.).  A production request (e.g., RFA, etc.) is created and sent to production group.


	7. Notify
	Stakeholders (e.g., users, management, infrastructure provider, etc.) are notified (e.g., production move e-mail, release transmittal, etc.) of the targeted production move.  
NOTE:  notification is not required for database structural and configuration changes.


	8. Analyze 
(security)
	A security impact analysis to evaluate PII implications, platform/configuration changes, financial impact, C&A implication, etc. is documented and completed prior to software implementation.



	9. Implement
	The production request (e.g., RFA, etc.) is completed.


	10. Verify & Close
	Verification (e.g. checking diagnostic pages, health checks, etc.) is performed.  With completion of the above steps, the CR is considered closed. 




4.3  Data Change Requests
Data CRs are requests to add or modify data to the system.  Data CRs do not require CCB approval, however they must be approved by the IT sponsor and business sponsor, or designates.

Example of Data Change:

· Script:  A script to add, modify, or restore production data (e.g., correct corrupt data, add data, restore data, etc).
Data CR Process

	Step
	Process

	3. Record
	Record the request for the proposed change.  There are multiple methods available to record CRs (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, WRTS, other automated tool, etc.).


	4. Approve
	The IT sponsor and business sponsor, or designates must approve a Data CR.  There are multiple methods available to capture approval (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, HP Quality Center, other automated tool, etc.). 
 

	5. Action
	Appropriate action (e.g., SQL script development, unit testing, etc.) is completed.  The following is submitted to the database group (e.g., Database Management Office (DBMO, etc.) : 

· release and processing documentation (e.g., Request for Action (RFA), etc.)

· implementation artifacts/components (e.g., SQL script, etc.), if applicable.


	6. Test

	Testing is documented and completed (e.g. test results, screen shots, etc.) by the database group (e.g., DBMO, etc.) according to the release and processing documentation.  



	7. Notify
	Notification, if specified, occurs according to the release and processing documentation. 

 

	8. Analyze 
(security)
	A security impact analysis is not required for a data change.

	9. Implement
	The production request (e.g., RFA, etc.) is completed.

	10. Verify & Close
	Verification (e.g. successful script execution, etc.) is completed and documented in the release and processing documentation.  With completion of the above steps, the CR is considered closed. 




4.4  Production Defect Change Requests
Production Defect CRs are requests to correct defects in an information system currently in production.  Production Defect CRs do not require CCB approval, however they must be approved by the IT sponsor, business sponsor, or either designate. 
Examples of a Production Defect:

· Functional errors:  spelling or display errors, incorrect calculation, etc.
· Missing requirements:  drop down missing a required field, etc.
Production Defect CR Process

	Step
	Process

	3. Record
	Record the request for the proposed change. There are multiple methods available to record CRs (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, HP Quality Center, other automated tool, etc.).

	4. Approve
	The IT sponsor, business sponsor, or either designate must approve a Production Defect CR.  There are multiple methods available to capture approval (e.g., MS Word doc, email, Excel spreadsheet, Jira, Clearquest, HP Quality Center, other automated tool, etc.). 



	5. Action

6. Test 
7. Notify
8. Analyze 
(security)
9. Implement
10. Verify & Close
	Process steps 5 – 10 as follows:

· If the Production Defect CR requires changes to the software, follow steps 5 – 10 of the Functional CR process.

· If the Production Defect CR requires changes to the data, follow steps 5 – 10 of the Data CR process.

· If the Production Defect CR requires changes to the something other than the software or data, follow steps 5 – 10 of the Non-Functional CR process.


4.5 Emergency

Under critical circumstances, an emergency change cannot wait for the normal CR process to occur.  A request can be designated as emergency if the issue could cause adverse financial impact (e.g., increased costs, fines, penalties, etc.), legal liability, disruption in service, security vulnerabilities, or other similar issue as determined by the IT or business sponsor.  This designation is not to be used simply for high priority requests.  Any of the CR types can be designated as emergency.  

The intent of an emergency CR is to manage risk to an acceptable level while responding to the business needs in a timely manner.  If step 4 (Approval) of the CR process is skipped, this step must be completed and documented post-implementation.  However, if steps 5 – 10 of the CR process are skipped, these steps may be completed and documented post-implementation.
4.6  Exclusions

The following requests are excluded, however may use some of the same change management tools (e.g., RFA, etc.):

· Data calls

· Research/reporting

· Scheduling/running jobs

· Updating non-production environments

5. Version History
	Version #
	Date
	Amended By
	Nature of Change

	1.1
	8/1/08
	
	Added section 2.4 (Level of Testing) and added discussion of Infrastructure Changes to section 2.1

	1.2
	4/30/09
	David Stropes

Steve Coryell


	12/18/08 - The following areas of Section 2, Change Management Process, updated: (2.1) definition of a change request; (2.3) responsibility of the Change Board; (2.4) Workflow process; (2.5) Risk Assessment; (2.6) Change Request Testing Matrix; (2.7) Level of Testing Required; (2.8) Audit Scorecard; and (2.9) Change Request Fields.

	
	
	David Stropes

Steve Coryell

Justin Klinger

Steve Meacham

Gretchen Jones 

Kevin Fitzpatrick
	3/5/09 - Additional edits supporting the CMPI ClearQuest merge project.
Tech writing review.

	
	
	Daniel Moler

	3/26/09 & 4/30/09 - Editing and reformatting – modify document version updates with change identifiers defined in FFAS Handbook: Directives Management, 1 -AS (Revision 8, page 3-12).

	2.0
	12/19/11
	Baker Haasis

Susie Pinnell


	Rewrite of the FSA Change Management Process Definition

	2.1
	4/26/12
	Jamie McCannon
	Added "or data" to the end of the first sentence in section 4.

	2.2
	1/3/2013
	Jamie McCannon
	Restated the the CCM definition to say that this person can be the designated signing authority for all approved changes, not just functional changes.
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